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Abstract. Given k independent pseudorandom permutations fi, ..., fi
over {0, 1}", it is natural to define a pseudorandom function by XORing
the permutations: f1 @ ... @ fr. In [Luc00] Stefan Lucks studied the
security of this PRF. In this paper we improve the security bounds of
[Luc00] by using different proof techniques.
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1 Introduction

Much research dealt with constructing cryptographic operations from other ones:
Levin [Lev87] got “pseudorandom bit generators” from “one-way functions”, then
Goldreich, Goldwasser and Micali [GGMS86] constructed pseudorandom functions
(PRFs) from “pseudorandom bit generators”. In [AV96], Aiello and Venkatesan
studied how to construct PRFs from smaller PRFs. Luby and Rackoff [LR88]
dealt with the problem of getting pseudorandom permutations (PRPs) from
PRFs; further work about their construction can be found in [Luc96, NR99).
Our article focuses on the reverse problem of converting PRPs into PRFs named
“Luby-Rackoff backwards” which was first considered in [BKR9S8]. This problem
is obvious if we are interested in an asymptotical polynomial versus non polyno-
mial security model (since a PRP is then a PRF), but not if we are interested in
achieving more optimal and concrete security bounds. More precisely, the loss
of security when regarding a PRP as a PRF comes from the “birthday attack”
which can distinguish a random permutation from a random function of n bits
to n bits in 2% operations and 2% queries. Therefore different ways to build
PRF from PRP with a security above 2% and by performing very few compu-
tations have been suggested (see [BI99, BKR98, HWKS98, Luc00]). One of the
simplest way is to XOR k independent pseudorandom permutations with k& > 2.
In [Luc00] (Theorem 2 p.474) Stefan Lucks proved, with a simple proof, that the

XOR of k independant PRPs gives a PRF with security at least in O (Qk%ln)
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In [BI99] and [Pat08a] difficult analyses of k = 2 are given, with proofs that the
security is good when the number of queries is lower than O (n2TT/L3) or O(2™).
For k > 3 there is a significant gap between the proven security of [Luc00] and
the best attacks of [Pat0O8b].

In this paper we reduce this gap by improving the proven security for the
XOR of k permutations, & > 3. Constructions with k > 3 instead of k = 2
are interesting for various reasons. First, our proofs are much simpler than the
proofs of [BI99] and [Pat08a]. Second, in many cryptographic applications the
size n of the blocks cannot be chosen by the designer of the algorithm since it is
imposed by the application. Then it is interesting to have another parameter to
decrease the proven advantage of any adversary to a value as small as wanted
with a simple construction. Our proof technique is based on the “coefficient H
technique” of Patarin (cf [Pat08c]). However we only use the first steps (and not
all the refinements) in order to keep very simple proofs with still better security
results than previously known; we could achieve tighter bounds by using the full
technique, but it would require more computations (such as [Pat13]).

Related problems. In [MNP10] the security of the XOR of two public
permutations are studied (i.e. indifferentiability instead of indistinguishability).

Organisation of the paper. Section 2 presents the notations and basic
definitions that are used in this paper. In section 3 and 4, two security bounds
are shown with different techniques (respectively the “H, coefficient” technique
and the “H coefficient” technique). Then both these results are compared to the
one from [Luc00] in the last section.

2 Preliminaries

We denote I, the set of n—bits strings and JZ the subset of IZ of values (z;)1<i<q
satisfying z; # x;, Vi # j. We denote F, the set of functions from I,, to I,, and
B,, the set of permutations of I,,. The notation x €r E stands for “z is chosen
randomly with a uniform distribution in E”.

An adversary A trying to distinguish between f; @ ... ® fi, where f; €g B,
for each i € {1,...,k}, from a random function F' € F), is considered to have
access to an oracle ). This oracle either simulates F or f1 @ ...® fi. A chooses
inputs z € {0,1}" ; then @ responds Q(x) € {0,1}™. After at most g queries, A
outputs A(Q) € {0,1}. A(Q) is then seen as a random variable over {0, 1}. This is
an adaptative chosen plaintext attack (cpa). To measure the pseudorandomness
of the XOR of k permutations one must evaluate the advantage Adv??l@_” &
of an adversary A which is defined as

Adv;‘ié}lea.__@fk =|PrlA(fi®...® fr) = 1] — Pr[A(F) = 1]|.
We write Adv(’s, o, for the maximal advantage any adversary can get when
trying to distinguish the XOR of k random permutations from a random func-
tion.



3 Security Bound from the H, technique

3.1 Linking the advantage to a combinatorial problem
Let k > 2. We use theorem 3 from [Pat08c]| :

Theorem 1. Let o, € RT and ¢ € N\ {0}. Let E be a subset of 14 such that
|E| > (1—/3)2"1. Suppose that, for each sequence (a;)i1<i<q, (bi)1<i<q € J2, with
(bi)1<izq € B

|Bu|*
2nq

H(a,b) > (1 —«) ,

with H(a,b) the number of (f1,..., fx) € B¥ such that :

Vi,1<i<q,(fi®...0 fu)la;)=0b; .

Then:
cpa
Advi'e gp Sa+p.
For every b € JZ, let h,y(b) be the number of sequences x!,2?%,... zF~1 € Jg

such that #' @ ... @ 2~ @ b € J then
Lemma 1 For all a,b € J1:

|Bn|*

H(a,b) = hy(b) (@ % @ g4 )

Proof. The number H (a,b) can be seen as the sum, over the sequences z!, 22, ...,

zF=1 € J2 such that 2! & ... @ 2" @b € JI, of the number of fi,..., fx € B,
satisfying the equations fj(a;) = z] forall j < k—1,i < gand fx(a;) =z} ®...®

xf71 @ b;,Vi < q. Then, for each choices of z!,..., 2", each fj is a uniformly

k
random permutation fixed on ¢ points so H(a,b) = hy(b) (%) ,
which also shows that H(a,b) does not depend of a. O

We now see h, as a random variable over b €r IZ. The security of the XOR
of k permutations is closely related to the variance and the expectancy of this
random variable:

Lemma 2 The advantage satisfies:

V h 1/3
AdvP: < <[ q]> . (1)

Proof. For all a, we define H(a) the random variable over b equal to H(a,b).
The Bienayme-Chebyshev’s inequality yields:

Ve > 0,Pr[|H(a) —E[H(a)]| < ¢ >1— w.

€



Taking € = aE [H(a)]:

V [H(a)]
VYa > 0,Pr[|H(a) — E[H(a)]| < aE[H(a)]] > 1 — — 1
> 0,Pr[|H(a) —E[H(a)]| < aE[H(a)]] > 1 o2 [H(a)
Then Y [H(a)
Va > 0.Pr[H(a) > (1— o)E[H(a)] > 1 — — @] -
> [H(a) > ( )E [H(a)]] > o2E [H(a)]

Thus, defining E = {(b;)1<i<q|H(a,b) > (1 — a)E[H(a)]}, theorem 1 yields :

V[H(a)]
Yo > 0, AdvP? <a4+ —= .
f10...Dfk o2F [H(a)]Q
1/3
Then, with o = (%gﬁgﬁ) :
vire) " (v )
cpa a
AdvYS ap, <2 (E I 2) =2 (]E hq2> .
[H (a)] [hq]

Lemma 3 The mean of h, satisfies:

CPrer-1..@ -+ )]

E[hy] = e
Proof. This result generalizes a theorem found in [Pat08a]. We define §,,, with
v = (2',...,2%7 1) € (JO*~1 a random variable over b such that §, = 1 if
ploo 2 lboat @ @bt € J2 and §, = 0 otherwise. It’s clear that
hg= > 04, then
zE(JR)k 1
Efh]= Y, E[&]
ze(J)k 1
= Z Pr[the b; ® z] & ... ® 21 are pairwise distinct]
ze(JE)k—1
_ 2m(2" —1)...(2" —q+1)
- Z ong
ze(JE)k—1
_ 2" (2™ — 1) ... (2" — 1
e 2D =gt )
2nq
272" —1)... (2" — g+ 1)]"

2nq

We now focus on the variance of hy.



3.2 Study of V[h,]

We denote )\, the number of sequences g*, . .. , 9%k € J% such that g'@- - @ g%k =
0. These conditions will be referred to as the A, conditions. This is 2k sequences
of g pairwise distinct elements and g equations so, we could expect )\, to be close
to

(2r@2" = 12" — g+ 1)*"

U, := 52

We see in the next lemma that the problem of knowing how close A, is from U,
is at the core of the computation of the advantage.

Lemma 4 The advantage satisfies:

Proof. We know that hy = ", 8, with the sum being over = € (J4)*~1, so the
linearity of the expected value operator yields:

V[he =E
(Z 5w> —2 (Z 530) E [hg] + E[hq)”

o) ()

> " Gabar | —Elhg)*,

x,x!

—2E

> 511 E [hg] +E [h)®

=E

the sum being over x,z’ € (J4)¥~1. Then:

E|Y dn | = % S 6.(6)3 (b) -

b,z,x’

We know that 0, (b)d, (b), with x, 2" € (J9)¥~1, equals 1 if and only if bdz'®- - -@
zF=l e J9and b@ 2t @- - @'~ € JI. If we change variables like this: ¢g* := °
and g"tF 1=z forall 1<i<k—1land ¢** ':=bpa' @ . - @aF !, g% =
bzt @@ a1, we see that > bz 02(0)0sr (b) is equal to Ag. Then:

2
v [hq] QTq - [hq]
Aq q o 2 _ Uq
= —gng since Ehy” = onq



Moreover, using lemma 2:

1/3
g <2280
A

f1®..®fk E[hqf
1/3
< q Uq /
= Uq
1/3
()
Uq

a

The strategy we follow is to evaluate recursively, more and more accurately,
the coefficients A, for 1 < a <gq.

3.3 First evaluation of A\,
By definition, A\, is the number of tuples g', ..., ¢%* € J2*! such that :

1. the A, conditions hold, _
2. forall 1 <j<2k gl ., &{g,1<i<a},
3. g9hn @ @92k, =0, (Eay1)

Hence there are 2ka equations that should not be verified. For 1 < i < 2ka;,
we denote f3; the i-th such equation. Let B; be the set of tuples (g',...,g%*)
which satisfy the A, conditions, the equation (F,t1) and the equation §;, for
1 <4 < 2ka. Then:

2ka

Us
i=1

/\a+1 = 2(2]671)”)‘04 -

Using the inclusion-exclusion principle:

2ka
Aagr =20F70m0 43 (=)' > B, N N B .
=1 11 <...<1g

When more than 2k + 1 equations 3; are considered, at least two of them use
the same variable, for example g}, = gi and g}, , = g3, which is impossible
according to the A\, conditions. Thus:

2k
Aagr =20F70m0 43 (=)' > B, N N B . (2)
=1 i1 <...<1g

Now, we study every kind of intersection.

e 1 equation :



The fB; equation fixes the value of one new variable, whereas the others are free,
So:
|Bz‘ _ 2(2k72)n)\a

and there exists 2ka such sets.
e [ equations (2<1<2k—1):

Such an intersection is non-empty if every equation (; uses a different new vari-
able. In this case, [ new variables are fixed and the others remain free. Thus,

|Bi, N...N By, | =2@k=1=bn)
2k k . .
and there are 0 )@ such non-empty intersections.

e 2k equations :

Like before, such a set is non-empty if every equation ; uses a different new
variable. In this case, the set B;, N...N B;,, is composed of tuples such that
gl = gil1 Yo ,gi’j_l = 91-22’1 and the equation (E,1) implies that:

g @ @gk =0.

We denote X this equation and X\, (X) the size of |B;; N...N By, |. There are 3
possible cases:

— If the 2k indexes in X are equal then X is always true. There are a possi-
bilities and A, (X) = A,.

— If 2k — 1 indexes are equal and the last is different, then A\, (X) = 0 since X
is in contradiction with A,. There are 2ka(a — 1) possibilities.

— We denote S the set of equations X that are not of the previous types. We
denote N, = maxg A, (X).

Hence, thanks to (2), one has:

2k—1
Aot = 20F7DmN, — 2kadg + ) (2;3) (1! al2CF170mN, + 3 T NL(X)
£=2 X

2k A
— (2%” —2ka2" + > < / ) (—1)lo/2<2“)n> 2—: +ada + Y A(X)
=2

Xes

- ((277, o a)2k . a2k + 2”04) >\(x

+ (o —a = 2ka(a — 1)) X,

2?1
We denote ¢, = 27;\;\/‘* — 1, so:
2" Ao 2"\
)\7“ < (2" —a)?f — o 4 2"a + Ta x (a?* — o — 2ka(a — 1))
< (2" —a)*! +2"a —a —2ka(a — 1) + e, x (&®F —a — 2ka(a — 1))
< (2" — ) — 2ka® + (2" + 2k — 1) + €4 X (a®* — 2ka® + a(2k — 1))



3.4 Relation between the advantage and €,

Lemma 5 For every m > 1, the advantage satisfies:

m—1 1/3
epa —2ka® + (2" + 2k — 1) + €4 x (a?F — 2ka® + a(2k — 1))
Advf?@.u%ﬁfk < (H (1 + (2n _ m)zk ) -1 .
a=1
Proof. We know that
2"Ua+1 — (2n _ a)Qk;
U, ’

and the result of the previous section yields:

Aat1 _ Ao ((2" — )% = 2ka® 4+ (2" + 2k — 1) + €4 x (¥ — 2ka® 4+ a(2k — 1)))

Ua+1 — U, (2n _ a)2k
< Do 1+ —2ka? + (2" 4 2k — 1) + €4 x (a?F — 2ka? + a(2k — 1))
Uy (27 —a)2k

Since Uy = A\ = 22k=1n.

m—1 - 2 n o 2k 2 -
Am < H -, 2ka” + (2" + 2k — 1) + €4 X (« 2ka® + a(2k — 1))
Um ot (2n _ a)Qk

And Lemma 4 ends the proof. a

3.5 First approximation of €,
Before evaluating €., we need a technical lemma:

Lemma 6 For every o € {2,...,m}, one has:

2k Ao

M e
1 an = 2(2k71)n>\a_1 <1 (3)
Proof. We consider g',...,g%* € J& satisfying the conditions \,_;. To satisfy

the conditions )\, there are (2" — (o — 1)) possibilities for each gl,..., g2%=2
and there are 2(a — 1) non-equalities left: g2+~ # gfk_l and g2* # g2k for all

i < a—1.Since g2 = gl @--- @ g? 1, one sees these 2(a — 1) non-equalities as
equations on g2*~1. So, there are between 2" —2(a— 1) and 2" — (aw— 1) possible

choices for g2*~1 and 1 choice for g2*. Then:

Aac1(2" — (@ = 1)72(2" —2(a — 1)) < Aa < Aa1 (2" — (@ — 1))

which is equivalent to:

L_a-! k2 RSN Ao a1 2kt
o on o on - 2(2k—1)n)\a_1 - - on '

Since the left term is bigger than 1 — 22’“—7?‘ and the right term is inferior to 1, it

ends the proof. 0




Lemma 7 Every value A\, (X) with X € S satisfies :

2m )\ (X) 2heon
b\ S L+ 2ka n’
o (1 T oon ) 2

Proof. We now express X/, in terms of A,_;. Without loss of generality, we
suppose that X involves gl, otherwise we can just reorder the variables. Let i
be any index such that g’ is not involved in X (this is possible since X € S).
Let g',...,g%* € J2 such that the \,_; conditions are satisfied. We now count
N, (X). There are at most 2" — (a— 1) possible choices for each g7, j # 1,i. After
we made these choices, there are two variables left: g} and ¢’,. Since g/, is not
involved in X, there is only, at most, one possible choice for g} and there is, at
most, one possible choice for g7, using the equation g} @ --- @ g2¥ = 0. Then:

N (X) < (2" = (a = 1) A,

Applying lemma 6, one finds that:

1 A
2k—2 @
M(X)<(@2" = (a—1)) (1 — 22ka> 9k—1)n

Since 2" —a — 1 < 2™ and 1_12ﬂ =1+ € 22’,23)2”, this ends the proof. O
P — S

Remark: These two technical lemmas formalize the intuition that, when one

equation is added to the system, one degree of freedom is lost and this divides

the number of possible solutions by around 2.

Finally
2ko

<o
RO DR

First notice that if ¢ < %, —2ka? 4+ «(2") > 0. Then, from lemma 5,

cpa
Advfl@-»-EBflc =

_ f 1/3
g —2ka? + (2" + 2k — 1) + €4 x (a?* — 2ka? + a(2k — 1))
II(r+ -1 .
(27 — )%k

a=1

Ifg < %—Z, all the terms of the product are greater than 1 and

q-1 2 n 2k 2 1/3

—2ka® + (2" + 2k —1)  2ka x (o®F —2ka* + a(2k — 1))

AdvP? <2 1 -1
dvfl@u«@fk = < ( + (2n — a)zk (1 — 2212?) 27 x (27 — a)zk

1
(e Zha -1 "
Toam @ (1= ) (2n —a)h

1/3
(]271 qu2k+l ‘
<2 14+ — o5 T —1 .
(27 —q) (1 _ %) 2n(2n — )2k

Thus we have proven that :




Theorem 2 (Upper bound of the advantage using H,). The mazimal
advantage an adversary can get using q queries, with q < g—k verifies:

q 1/3
epa q2n qu2k+1
Adv? <2 1+ + -1
f[19..8fk — n _ )2k
@ =9 ( - 2%) 2n(2n — )%
Notice that
1/3
2 2]6 2k+2
cpa q q
Advfl@m@fk S2 (2(2k—1)n(1 _ %)Qk + 2(2k+1)n<1 _ 62#) ’

Since k > 3 and g < 2", the first term is negligible in front of 1. Moreover, when

g?F 2 <« 2@kt 1)n Adv(}f%__@fk < 1. Hence we have proven that the XOR of k

2k+1
permutations is safe as long as ¢ < 22++2" with this first technique.

4 Security bound from the standard H technique

We now use the “standard H technique”, i.e. proofs from the general result (the
corollary 8) below. In this section, E[hy] is noted hy to lighten the notations.

Corollary 8 Let a > 0. If, for every sequence b = (b;)1<i<q € I3

he(b) = (1 — a)hy,

then

Proof. This result comes immediately from theorem 1 with 8 = 0 and lemmas
1 and 3. a

4.1 First approximation

Let us study Z—
One has:

B B on _ k
ha+1 = ha%~

We now evaluate hqyy1 from h,. From the definition of h, (see section 3.1), we

see that hq1 is the number of sequence (P/)1<;<m,1<j<k such that:

— the h, conditions hold ;
- é+1 S...0 Pfj_H = bq41, this equation will be called X ;
— Pg+17éPij forevery 1 <i<a,1<j<k.

10



Let 8;, 1 < ka be the ka equations which should be false. Let, for 1 < i < ka,
B; be the set of the (Pf for which the h, conditions and the
1<i<o+1,1<j<k
equation [3; hold.
From the inclusion-exclusion principle, we get:

has1 =207 Dhg — | UE2 Bl

— g(k=Dnp o Z (=1)! Z |B;, N...N By

1<i<ka 1< <4y

When k + 1 sets are intersected, at least two equations will use the same Pi 11
variable, which is in contradiction with h,. Thus,

hat1 =25 D"he + Y (=1)' Y [Bi, N...N Byl (4)
1<i<k i1 <. <y

We study the number of possible messages in function of the number of sets in
the intersection.

e | equations, 1 <[ <k—1:

If we want |B;, N...NDB;,| # 0, every new 3; equation should bring a new variable

P’ 41- In this case, X and f3; fix [ + 1 variables, the remaining ones are free, so

|B;, N...N By | =2%==1np  and

Z |B11 N...N B”| — (];> al2(k7l71)nha

11 <...<1%1

e k equations:

As well as above, in order to have |B;, N...NB;, | # 0, there must be an equation
in every new variable: A ‘
PgH:ng,lgjgk.

So the condition P!, &...& P | = b,y becomes:
P}, ®"'®Pz’i = ba1.

Let hl, (b1, ..., bat1)(i1, ... ig) or Kl (i1, ..., i) the number of (P!)1<ij<a1<j<k €
I*e such that:

— the conditions h, hold,
- Pla...®PF =byp.

Let Y (i1,...,4x) be this equality. Thus
S B, n..NBi = Y k(... i)
11 <...<tp 1<iq,..., i<
From (4), we have:

n_ak_ _ k:ak
hon = E= S E Y W i) )

11



Remark: if k is even, one has:

n __ k _ k
ha+1>ha<(2 a) o )

So

Then, using corollary 8,

Adve o<1
Vhe.ef = (27 — q)F

The upper bound we get in this case is in the same order of magnitude as the
one from [Luc00]. If we study more closely h/ , we will get a better inequality.

4.2 Second approximation

In this section, we suppose that k£ > 3.

Let M ={i, 1 <i<a, b =bgt1}. lf i € M, we have hl(i,...,i) = h, and if
i ¢ M, h!(i,...,7) = 0. Furthermore, in order to be compatible with h, if

i€ M, foreach 1 <j<a,i#j,

R (Gyiy.ooyi) =R (4,4, ..,i1) = ... =hL(4,...,4,7) = 0. Let I be the set of the
tuples that do not satisfy these requirements. Then |I| = of — o — k|M|(a — 1).
By applying (5), one gets:

on _ k__lkk _1k2nM

(il,..‘,ik)EI
(6)

We now need a technical lemma:
Lemma 9 Ifi = (iy,...,ix) €I,

3o _ 2R (i, i) 1

1— — < < 5
2" —a)(1— ) o 1-— 32

Proof. Without loss of generality, we can suppose that i1 = o and is = a — 1
(because we can reorder the queries). Let us evaluate h/, and hq from hq_z. To
get hg from h,_o, we have 2k new variables P/_, and PJ, 1 < j < k, such that:

12



- Pl®...®PF=b,,

- Pl ®..0P | =b,_1,
~Vj,1<j<kVil<i<a-2 P #P
~ Vi, 1<j<kVil1<i<a-1,Pi+#P.

We decide that the first equation will fix P!_; and the next one P.. For j > 3,
we have respectively 2" — (a — 2) and 2" — (o — 1) possibilities for P/, and
PJ. When these messages have been chosen, only P2_; and P2 remain, and
they must satisfy:

P2 #P}1<i<a-2,

— P} #P'ob, 1P ®.. 0P | 1<i<a-2
- P24£P1<i<a-1,

- P2#P'ob,oPl®..oPF 1<i<a-1.

There are for P?_; between 2" — 2(a — 2) and 2" — (o — 2) choices and for
P2_| between 2" — 2(a — 1) and 2" — (a — 1). Thus
(2" = (a=2)" 22" = (a = 1))*72(2" — 2(a = 2))(2" — 2(a — 1)) < 3= (7)
P < (2" — (@ —2))F 12" = (a—1)F (8)

hoa—2 —

In order to go from hy_2 to hl,, we also have 2k new variables Pi_l and PJ,
1 < j <k, such that:

- Pl ®...®aPF | =by1,
— Py=ba1® P &P, ®... 0P,
- Pi®...®PF=0b,, 4 4
—Vj,1<j<kVil<i<a-—2 P, +#P
~Vj,1<j<kVil1<i<a-1, Pi+P/.
We have, for j > 4, respectively 2" — (o — 2) and 2" — (a — 1) possibilities for
P?_, and PJ. From these 3 equalities, we can fix the following variables:

1. Pl =b, 1 ®P? |®...0 Pk,
2. Palzba+1@P§_1€BPf;®...@Pk

17

3. P2 =(bat1®ba)®P2_ 0 (P2 ®P)®...0 (PF & Pk).
Then
— the condition Vi,1 <i < a—2,Pl_, # P! becomes:
Viil<i<a—-2P’ #P'®b, 0P} ©...0P" |,
—Vi,l1<i<a-— 1,P§ #* Pi1 becomes:
Viil<i<a-1,P}  #bo®Pl®oPl&... 0P,

— Vi, 1 <i<a-—2,P?+# P! becomes:

13



Vi,1<i<a—2, P # (bat1 ®ba) ®PF @ (P} ® P @...® (P} @ FY)

For P2 # P2_,, there are two cases. If i3 = ... = i, = «, since (iy,...,ix) € I,
we have b,11 # by and this non-equality is automatically verified. Else, this
means that there is an index 3 < j < k such that i; # o, e.g. j = 3. Then

P2 = P?_| becomes :

3 3 k k
P} (bop1 ®ba) © P2 @...0 (P} & PF).
Thus, after the other messages have been chosen, there are between 2" — o and

2" — (o — 1) possibilities for P2, 2" — (a — 2) possibilities for P3_; and finally
between 2" — (4o — 7) and 2" — (a — 2) possibilities for P2_,. Then

2~ (0 =2 — (= )R )N - (e =) < 7 (9)
@"—m—mﬁﬂmn—m—nﬁ*zﬁ%i.am

From 7,9 we can deduce the following inequalities that allow us to get the
result we want:

2"y s on (2" —4atT)(2" —a)

ha—2 =% (2"—(a=2))(2"—(a-1))*’
2"hy n 2" —(a—2)
hy = 2 mrsao @ o@D
(|
Remark: if we suppose a < 21—;, we get
12ac  2™RL (1, - .-, ik) 3a
< 2n = he, s1+ om _ 3q ( )
One has:
he he 1)ktlgk oM PP
hati  ha (2" —a) (2" —a) (2" —a)
h
==2(1- A, 13
ha( ) (13)
where -
A = (_l)kak (_ )k 2n‘M| (_1)k Z haa
SCTEL @ =) @ =)
Lemma 10 Ifq < %,
k2™« aktl
A, < 1
S ar TR 30 —a)



Proof. We have to study A, according to the parity of k.

e k even:
Lo of M| (@f—a— kM| - 1)1 - 42)
S —af @ —af @ —a)F
L 2IM e+ RMl@-1)1-Be) b
— (2n _ Oé)k (211 _ Oé)k 277,(211 _ Oé)k
k.o? af+1
12
S O I TYo TR
e k odd:
A < a® N 2" | M| . (aF —a —k[M|(a—1))(1 4+ 72%)
S CIET N T @ —a)
o 2MMl (a+ k| M|(a = 1)) (1 + 52%;5) 3aktt
~(2n —a)k (27 — )k (27 — @)k (2" — 3a)
2" 3akt!

S @ —oF T @ — ek - 3a)

So, in both cases,

k2"« aFtl
A, < 12 ,
S o R 3a) @ —a)f
|
From this lemma and 12,
ha ha k.2™ k+1
~+1>~(1— e 12 < k)
fors ~ha \ @ —a)f (@ —3a)(2" —a)
Since hy = hy, we get:
on k+1 q
@2(1— Ry d k)
hq (2" —q) (2" = 3¢)(2" - q)
2.2n k+2
=>1- al ko ) k-
(2" —q) (2" =3¢)(2" — q)
. 2",
Thus, with corollary 8, we have proven that, when ¢ < 35:
) kq2.2n qk+2
Adv? < +12 14
[18..@fr (27 — q)F (27 — 3¢) (2" — ¢)F (14)
k 2 k+2
1 +1 a (15)

< 2 .
=2l kE) 2 (1= (k+ )

Hence we get the following result:
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Theorem 3 (upper bound for the advantage with the standard H
technique). Let k > 3 and ¢ < % The advantage to distinguish, with q
queries, the XOR of k bijections from a fonction f €g F,, satisfies:

2 k+2
AdveP? < kq +12 "

f[18..8fr = Q(kfl)n(l _ k%) 2(k+1)n(1 —k+ 3)%).

Since k£ > 3, the first term is negligible when ¢ < 2™. This theorem shows that
the XOR of k bijections is indistinguishable when ¢ < 275" This upper
bound on ¢ is worse than the previous one, but if ¢ < L=l (i.e. for small
values of ¢) this new upper bound on the advantage is actually better.

5 Conclusion

This table regroups our results and the previous one from S. Lucks in [Luc00],
with order of magnitudes for these bounds beyond the birthday bound :

technique upper bound for Adv’y e order of magnitude
—k(n— . k1
S. Lucks g hn=1) 5~ gk O (2,?(”771))
0<i<q
kg2 T2 g2
H 2D (1 k%) + 122(k+1)"’(1—(k+3)2in) O Sk¥Dn
2 okg2k+2 1/3 2k+2 \ /3
HU 2 (2(%—1)7:1(1_%)% + 2(2k+1)q71.<17%>) 0 kz(qzk-u)n

Table 1. Comparison of the bounds on the advantage from 3 techniques

The upper bound we got with the coefficients H technique is smaller than the

one from [Luc00] by a factor 5%. The one we proved with the coefficients H,

2k41,
technique allows us to have Adv’g . <1 when ¢ < 222" instead of

q < 27" for [Luc00]. For example with k£ = 3 we have proven that

Advy  op <1 when ¢ < 257 instead of ¢ < 21", However, when ¢ is fixed
and k increases, the upper bound from the H technique becomes better than
the one from H,. This graph shows the evolution of the order of magnitude of
these three upper bounds in function of the logarithm of ¢, with £k = 5 and

n = 40:
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Adv

Lucks
H
—H,
0.08

. . . . L ()
5 10 15 20 25 30 35

Table 2. Evolution of the upper bound plotted versus the logarithm of ¢

Here is a more accurate view of the region where the curves from H and H,
intersect:

Adv
5.5e-7}

4567

3.5e-7

2567}

log, ()

30.6 30.65 30.7 30.75 30.8

Table 3. Evolution of the upper bound plotted versus the logarithm of ¢

This illustrates that, depending on the value of ¢, our best bound can be the
one from section 3 or the one from section 4. Moreover, the curve from [Luc00]
does not appear in this second graph because its values were much higher than
ours (around 6 - 10~* whereas the bounds from this article are around 4 - 10~7
in this graph). This shows why the two techniques studied in this paper are
both useful.
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